Spring Security Cheat Sheet

Auth - JWT - OAuth2 - Method Security

SECURITY FILTER CHAIN OAUTH2 / OIDC EXCEPTION HANDLING

@ean SecurityFilterChain

chai n(Ht t pSecurity http){

return http

.authorizeHtt pRequests(a ->

a.request Mat chers("/public/**"). permtAl()
.anyRequest (). aut henti cated())

Lbuild();

}

USERDETAILSSERVICE

@pervice class UserSvc inplenents
User Det ai | sServi ce{

public UserDetails

| oadUser ByUser nane(String u){

User user = repo.findByEmail (u);
return new

org. springframework. security.core
.userdetails. User(user.ensil,

user. pwHash,

mapRol es(user.rol es));
}

}

PASSWORD ENCODING

@Bean Passwor dEncoder encoder () {
return new BCrypt Passwor dEncoder () ;
}

encoder . encode( r awPasswor d)

encoder . nat ches(raw, stored)

BCrypt strength 1012; use Argon2 for

new projects

JWT FILTER

class JwtFilter extends

OncePer Request Fil ter{

void doFilterlnternal (req, res, chain){

String token = extract Token(req);
if(jwUil.validate(token)){

var auth =

jwtUtil.getAuthentication(token);

Securi t yCont ext Hol der . get Cont ext (). set Aut henti cati on(auth);
}

chain. doFilter(req,
}

}

res);
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<dep>spri ng- boot - st art er - oaut h2- cl i ent </ dep>
spring.security.oauth2.client.registration
.google.client-id=...
.google.client-secret=...

ht t p. oaut h2Logi n(wi t hDef aul ts())

OAuth2User / OidcUser principals

available

METHOD SECURITY

@nabl eMet hodSecurity

@r eAut hori ze("hasRol e(' ADM N )")
@ost Aut hori ze("returnQbj ect. owner ==
aut henti cati on. nanme")

@ecur ed({"ROLE_USER', "ROLE_ADM N'})
@Rol esAl | owed("ADM N') (JSR-250)

CORS & CSRF

http.cors(cors ->

cors. configurationSource(source))
CorsConfiguration cfg = new

Cor sConfiguration();

cfg.addAl | owedOri gi n("https://myapp.cont');
CSRF enabled by default; disable for

stateless APIs:
http.csrf(AbstractHttpConfigurer::disable)

RBAC PATTERN

.request Mat chers("/adm n/**") . hasRol e(" ADM N")
.request Mat chers("/api/**"). hasAuthority("SCOPE_read")
Role = ROLE_ prefix; Authority = any

string

GrantedAuthority interface

Hierarchy: RoleHierarchylmpl for

nested roles
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http. exceptionHandl i ng(e ->

e. aut henti cati onEntryPoi nt (nmyEntryPoi nt)
. accessDeni edHandl er (nmyHandl er))

401 Unauthorized vs 403 Forbidden

Aut henti cati onEntryPoi nt:
comrence(req,res, ex)
AccessDeni edHandl er:

SECURITY CONTEXT

Aut henti cation auth =

Securi t yCont ext Hol der

. get Cont ext (). get Authentication();
String name = auth. get Nane();

Col | ecti on<? extends GrantedAuthority>
roles = auth.getAuthorities();

@\ut henticationPrincipal UserDetails
user in controllers

TESTING

@N t hMockUser (rol es="ADM N')

@N t hUser Det ai | s("adm n@xanpl e. com')

mvc. perforn(get ("/adm n")).andExpect (status().isCk())
@NV'thSecurityContext for custom auth
SecurityMckMcRequest Post Processors. csrf ()

for POST

COMMON GOTCHAS

CSRF must be disabled for REST APIs
with IWT

Roles need ROLE_ prefix in hasRole()
SecurityContextHolder clears after
request by default

Don't store sensitive data in JWT

it's not encrypted

HTTPS required in prod; use HSTS
header

handl e(req, res, ex)




